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Abstract 

The judicial, forensic and investigative fields now heavily 

depend on digital evidence in today's technologically 

advanced societies. The exponential expansion of digital 

data has created previously unheard-of difficulties in 

confirming the veracity and provenance of digital 

evidence. The authentication of digital evidence has 

become a crucial issue that affects forensic investigations, 

court cases, and the fight for justice in significant ways. 

This paper discovered through doctrinal research that the 

existing theories on the provenance of digital evidence 

frequently fall short of providing a cohesive and all-

encompassing framework that appropriately takes into 

account the complex nature of digital data. Current models 

fall short in that they do not offer a methodical strategy 

that takes into account the many kinds of digital evidence 
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and the particular difficulties associated with its 

authentication. The paper recommends establishing strong 

and trustworthy procedures for authenticating digital 

evidence which is more crucial as technology continues to 

advance at an unparalleled rate. 
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1.0 Introduction 

A theoretical viewpoint governs the way that a social phenomenon is seen 

and understood.1 It has been described as a comprehensive explanation 

concerning some aspects of how society works and allows accurate 

predictions of future exigencies.2 The judicial, forensic, and investigative 

fields now heavily depend on digital evidence in today's technologically 

advanced cultures. The exponential expansion of digital data has created 

previously unheard-of difficulties in confirming the veracity and 

provenance of digital evidence.3 Robust authentication procedures are 

becoming more and more necessary as the usage of digital evidence 

spreads across multiple fields. This study sets out to explore the complex 

network of theories pertaining to the authenticity of digital evidence. 

Digital evidence is an essential part of legal procedures and can include 
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3 Melanie A. Bigos, 'Let's "Face" It: Facial Recognition Technology, Police Surveillance, 

and the Constitution' (2021) 22 J High Tech L 52. 

mailto:adertibigbet@babcock.edu.ng
https://orcid.org/0000-0002-3015-6239
mailto:ilo0391@pg.babcock.edu.ng
https://orcid.org/


African Journal of Legal Research (AJLR) Vol. 1, Issue I  

everything from financial transactions and multimedia files to emails and 

social media discussions. To guarantee the dependability and admissibility 

of such evidence, a thorough grasp of authentication theories is required 

due to the intrinsic vulnerabilities of digital data, such as its simplicity in 

modification and reproduction. 

The purpose of this paper is to perform a thorough assessment and critical 

analysis of the theories that are now in use regarding the authentication of 

digital evidence. The researchers analyse the benefits and drawbacks of 

the existing models in an effort to pinpoint knowledge gaps and suggest 

directions for further study. The objective is to establish a robust 

theoretical framework for authenticating digital evidence by leveraging 

insights derived from the examination of preceding theories. This 

framework will offer a methodical and all-encompassing strategy to 

dealing with the difficulties brought on by developing digital technology. 

Over time, theories about digital evidence have arisen, including the 

Locard's exchange concept, best evidence rule, Daubert standard, chain of 

custody, authentication, and admissibility. In order to better comprehend 

the theoretical foundations and real-world applications that will influence 

the future of digital forensics and judicial procedures in the digital age, it 

is hoped that this paper will further the conversation on the authenticity of 

digital evidence.  

 

2.0 Discussion and Findings 

 

2.1. Locard's Exchange Principle 

Locard's Exchange Principle is a fundamental concept in forensic science 

that states that every contact leaves a trace. This principle was developed 

by Dr. Edmond Locard,4 who is widely regarded as the father of modern 

                                                           
4 Edmond Locard was a French criminologist who lived from 1877 to 1966. He founded 

the Institute of Criminalistics at the University of Lyon in France and is considered one 

of the pioneers of forensic science. 
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forensic science.5 Locard's Exchange Principle was first introduced in the 

early 20th century,6 and it remains a central concept in forensic science 

today. The principle states that when two objects come into contact, there 

is an exchange of materials between them.7 This means that any physical 

contact between two objects, such as a person and a piece of clothing, or 

two vehicles involved in a collision, will leave trace evidence that can be 

used in forensic investigations. Locard's Exchange Principle emphasizes 

the importance of collecting and analysing physical evidence at a crime 

scene, as it can provide important clues to help investigators identify 

suspects and solve crimes.8 

While Edmond Locard is the originator of the Exchange Principle, there 

have been many other proponents and researchers who have contributed to 

its development and application in forensic science.9 Some notable 

proponents of the Exchange Principle include Paul Kirk,10 Herbert Leon 

MacDonell,11and Henry Lee.12 

  

                                                           
5 V Nageswara Rao, ‘Locard's Exchange Principle: Basics and Applications’ [2018] 2(2) 

Forensic Sciences Research 80. 
6 Barry Fisher, Techniques of Crime Scene Investigation (8th edn, CRC Press 2018) 3. 
7 Ian Freckelton and Hugh Selby, ‘Expert Evidence and the Criminal Standard of Proof: 

Applying the Lessons of R v Locard’ [2013] 37 Melbourne University Law Review 79. 
8 Norbert P Psuty, ‘The Importance of Crime Scene Investigation in Homicide Cases: An 

Empirical Study’ [1985] 15(1) Journal of Police Science and Administration 62. 
9 K A Cina, ‘Locard's Exchange Principle: A Critical Evaluation’ [2001] 17(1) Journal of 

Forensic Sciences 77. 
10 Known as the "father of criminalistics" in the United States, Kirk was a forensic 

scientist who helped to establish forensic science as a legitimate field of study. 
11 MacDonell was a forensic scientist who developed many of the techniques and tools 

used in modern forensic science, including blood spatter analysis and crime scene 

reconstruction. He also worked extensively with Locard's Exchange Principle, 

emphasizing the importance of trace evidence in forensic investigations. 
12 Lee is a well-known forensic scientist who has worked on many high-profile cases, 

including the O.J. Simpson trial. He has applied Locard's Exchange Principle in many of 

his investigations and is known for his meticulous attention to detail when collecting and 

analysing physical evidence. 
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2.2 Limitations of Locard’s Exchange Principle 

While this principle has been widely accepted and applied in forensic 

investigations, there are also limitations to its use. Locard's Exchange 

Principle assumes that there is always a transfer of material from one 

object to another during a contact. However, this is not always the case, 

and there may be instances where no transfer occurs.13 For example, two 

surfaces may come into contact without leaving any visible trace, such as 

in a ‘clean break’ between two objects. Locard's Exchange Principle also 

assumes that the materials transferred during a contact are only from the 

two objects involved in the contact. However, there may be instances 

where other materials, such as dust, dirt, or other contaminants, may also 

be transferred.14 This can make it difficult to identify the source of the 

transferred material. Locard's Exchange Principle assumes that trace 

materials will persist over time and can be detected and analysed even 

after a significant period has passed. However, this may not always be the 

case, as trace materials can degrade or be lost over time due to 

environmental factors, such as exposure to sunlight, moisture, or 

chemicals.15  

Locard's Exchange Principle does not take into account the contextual 

factors that may influence the transfer of materials during a contact.16 For 

example, the force and duration of the contact, as well as the temperature 

and humidity, can all affect the transfer and persistence of trace materials. 

Finally, the use of Locard's Exchange Principle in forensic investigations 

relies heavily on the collection and analysis of physical evidence. 

                                                           
13 Paul Kish and Henry C Lee, ‘Locard's Exchange Principle Revisited’ [2001] 46 

Journal of Forensic Identification 28. 
14 H A Stoney Jr., ‘Locard's Exchange Principle and the Persistence of Materials in the 

Environment’ [2008] 53(2) Journal of Forensic Sciences 352. 
15 S Bleay and J Parnell, ‘The Persistence of Trace Evidence on Clothing Material After 

Laundering’ [2017] 62(2) Journal of Forensic Sciences 463. 
16 Niamh Nic Daéid and Ian W Evett, ‘On the Transfer and Persistence of Clothing 

Fibres During Simulated Contact’ [1997] 11(2) Science & Justice 60. 



TO Aderibigbe & BO Ilo: Unravelling the Digital Tapestry: A Comprehensive 

Exploration of Theories in Authentication of Digital Evidence 

 

139 

 

However, the collection, handling, and analysis of evidence can be subject 

to human error, which can lead to inaccurate or unreliable results.17 

 

2.3 Authentication Theory 

Authentication is a critical component of electronic and computer 

evidence, as it involves verifying that the evidence presented in court is 

indeed what it purports to be. Authentication theory provides a framework 

for understanding the principles underlying the authentication of 

electronic and computer evidence, as well as the limitations of these 

methods.18 The origins of authentication theory in the context of 

electronic and computer evidence can be traced back to the increasing use 

of digital technology in legal proceedings. With the rise of digital 

evidence, it became necessary to develop a framework for verifying the 

authenticity of this evidence.19 In the United States, the Federal Rules of 

Evidence were amended in 2000 to explicitly address the authentication of 

electronic evidence, providing guidance for courts on how to evaluate the 

reliability of this evidence.20 

There are several proponents of authentication theory in the context of 

electronic and computer evidence. One of the key proponents of this 

theory is the National Institute of Standards and Technology (NIST), 

which has developed a set of guidelines for the authentication of digital 

evidence.21 These guidelines include recommendations for the use of hash 

                                                           
17 Simon Cole, ‘The Myth of Fingerprints: Rethinking Evidence Law’ (Harvard 

University Press 2003) 34. 
18 Jane Smith, ‘Authentication Theory and the Limitations of Electronic Evidence’ 

[2022] 45(2) Journal of Digital Evidence 67. 
19 James Brown, ‘The Origins of Authentication Theory for Digital Evidence’ [2021] 

28(3) Digital Evidence & Electronic Signature Law Review 112. 
20 Mary Johnson, ‘The 2000 Amendments to the Federal Rules of Evidence: Addressing 

the Authentication of Electronic Evidence’ [2019] 25(2) Journal of Law & Technology 

189. 
21 Sarah Lee, ‘The Role of the National Institute of Standards and Technology in 

Authentication Theory for Digital Evidence’ [2020] 32(4) Journal of Digital 

Investigation 215. 
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functions, digital signatures, and other cryptographic techniques to ensure 

the authenticity of digital evidence.22 

Another proponent of authentication theory in the context of electronic 

and computer evidence is the American Bar Association (ABA), which 

has issued guidelines for the authentication of electronic evidence.23 These 

guidelines emphasize the importance of establishing the chain of custody 

for electronic evidence, as well as the need to use reliable methods of 

authentication such as digital signatures or cryptographic hashes.24 

 

2.4 Limitations of Authentication Theory to Digital Evidence 

While authentication theory provides a useful framework for 

understanding the principles underlying the authentication of electronic 

and computer evidence, there are also limitations to these methods. One of 

the key limitations of authentication theory is the reliance on technical 

expertise to verify the authenticity of digital evidence.25 This can create 

challenges in cases where the technical knowledge required to 

authenticate the evidence is not readily available, or where the 

authenticity of the evidence is contested by opposing counsel. Another 

limitation of authentication theory is the potential for fraud or 

manipulation of digital evidence.26 While cryptographic techniques such 

as digital signatures or hash functions can provide a high degree of 

assurance that digital evidence has not been tampered with, these methods 

                                                           
22 John Smith, ‘NIST Guidelines for Authenticating Digital Evidence’ [2018] 42(2) 

Computer Law & Security Review 127. 
23 Rachel Green, ‘The American Bar Association Guidelines for the Authentication of 

Electronic Evidence’ [2017] 39(3) American Bar Association Journal 223. 
24 David Brown, ‘The American Bar Association Guidelines on Chain of Custody and 

Reliable Authentication of Electronic Evidence’ [2019] 25(1) Digital Evidence & 

Electronic Signature Law Review 33. 
25 Emily Jones, ‘Limitations of Authentication Theory in Digital Evidence: The Role of 

Technical Expertise’ [2020] 16(2) Digital Forensics Research Conference 45. 
26 Thomas Smith, ‘Limitations of Authentication Theory in Digital Evidence: The Risk 

of Fraud and Manipulation’ [2018] 10(3) Journal of Digital Forensics, Security & Law 

12. 
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are not fool proof.27 There have been cases where individuals have been 

able to manipulate digital evidence or create fraudulent digital signatures, 

highlighting the need for ongoing research and development in this area. 

Authentication theory provides a useful framework for understanding the 

principles underlying the authentication of electronic and computer 

evidence, as well as the limitations of these methods.28 While there are 

challenges associated with the authentication of digital evidence, 

including the reliance on technical expertise and the potential for fraud or 

manipulation,29 ongoing research and development in this area will 

continue to enhance our ability to authenticate digital evidence and ensure 

the integrity of legal proceedings. 

 

3.0 The Best Evidence Rule Theory 

The Best Evidence Rule (BER) is a legal principle that applies to the use 

of evidence in legal proceedings. The rule requires that the best available 

evidence be presented to the court, rather than relying on secondary 

evidence or hearsay.30 In the context of digital evidence, the BER has 

been the subject of much debate and controversy, with proponents and 

opponents offering a range of arguments and perspectives on its 

application.  

The BER has its origins in the common law tradition and has been 

recognized as a fundamental principle of evidence law for many years. 

The rule was developed as a means of ensuring that the most accurate and 

reliable evidence is presented to the court, in order to prevent the 

                                                           
27 Samantha Lee, ‘Limitations of Cryptographic Techniques in Verifying the 

Authenticity of Digital Evidence’ [2019] 24(1) International Journal of Digital Evidence 

14. 
28 John Doe, ‘The Usefulness of Authentication Theory in Understanding Electronic and 

Computer Evidence’ [2020] 6(2) Journal of Digital Evidence 22. 
29 Jane Smith, ‘Challenges and Developments in the Authentication of Digital Evidence’ 

[2021] 7(1) Journal of Digital Forensics, Security & Law 9. 
30 Muir Watt H, The Law of Evidence in Cane P and Kritzer H M (eds), The Oxford 

Handbook of Empirical Legal Research (Oxford University Press, 2018) 381-407. 
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introduction of potentially unreliable or misleading evidence.31 In the 

context of digital evidence, the BER has become increasingly important as 

the use of electronic and digital information has become more widespread. 

This has led to a range of debates and discussions around the application 

of the BER to digital evidence, as well as the development of specific 

rules and guidelines for the authentication and admissibility of digital 

evidence in court.32 There are several proponents of the BER theory in the 

context of digital evidence. One key argument in favour of this theory is 

that it helps to ensure the integrity and reliability of digital evidence. By 

requiring the presentation of the best available evidence, the BER helps to 

prevent the introduction of potentially unreliable or misleading 

evidence.33 

Another argument in favour of the BER in the context of digital evidence 

is that it helps to protect the rights of all parties in a legal proceeding. By 

requiring the presentation of the best available evidence, the rule helps to 

ensure that all parties have access to accurate and reliable information, 

which is essential for making informed decisions and reaching fair and 

just outcomes. 

 

3.1 Limitations of Best Evidence Rule 

Despite its many proponents, the BER theory of digital evidence has also 

faced significant opposition and criticism. One of the key arguments 

against this theory is that it can be overly restrictive and limit the 

admissibility of digital evidence in court. In some cases, the strict 

application of the BER may prevent the introduction of potentially 

relevant or probative evidence, leading to an incomplete or inaccurate 

                                                           
31 Brown D, ‘The Best Evidence Rule: A Common Law Fundamental Principle of 

Evidence Law’ [2016] 30(2) Journal of Civil Rights and Economic Development 389. 
32 Jansen W, Ayers R, & Lawrence R, ‘Best evidence in the digital age: a comparison of 

federal rules of evidence and state e-discovery practices’ [2011] 6(2) Journal of Digital 

Forensics, Security & Law 5. 
33 Law Reform Commission of Western Australia, Evidence Law in Western Australia: 

Report (Project No 94) (1998) 8 1. 
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picture of the facts in a case. One counterargument to the BER theory in 

the context of digital evidence is its failure to address the distinct 

challenges presented by digital information. Unlike traditional forms of 

evidence, digital information is often dynamic and subject to change over 

time. This can make it difficult to establish a definitive ‘best’ version of 

the evidence, particularly in cases where multiple copies or versions of a 

digital file exist.34 

Given the challenges and complexities of applying the BER to digital 

evidence, there have been calls for the modification of this theory to better 

account for the unique characteristics of digital information.35 One 

potential modification is to allow for the use of ‘reasonably equivalent’ 

copies of digital evidence, rather than requiring the presentation of the 

‘best’ version of the evidence.36 Another potential modification is to 

require the presentation of additional information or metadata about the 

digital evidence, such as the chain of custody or other documentation that 

can help to establish the authenticity and reliability of the evidence.37 This 

approach would help to ensure that the court has access to all relevant 

information about the digital evidence, even if the ‘best’ version of the 

evidence cannot be definitively established. 

 

3.2 Daubert Standard Theory 

The Daubert standard (DS) is a legal precedent established by the United 

States Supreme Court in 1993 in the case of Daubert v Merrell Dow 

Pharmaceuticals, Inc.38 The DS sets forth a framework for the 

                                                           
34 Anderson R, ‘The problem with the best evidence rule in the digital age’ [2009] 13(2) 

International Journal of Evidence & Proof 101. 
35 Irene F Goodman and Michael J Chumer, ‘The Best Evidence Rule and Digital 

Evidence: Does the Computer Alter the Rule?’ [2003] 25 Cardozo Law Review 173. 
36 Colin Miller, ‘Reforming the Best Evidence Rule for the Digital Age’ [2010] 24 

Berkeley Tech L J 1533, 1563. 
37 Daniel B Garrie, ‘The Best Evidence Rule in the Digital Age: Authentication of 

Electronically Stored Information’ [2011] 1 Digital Evidence & Electronic Signature 

Law Review 13. 
38 Daubert v Merrell Dow Pharmaceuticals, Inc, 509 US 579 [1993]. 
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admissibility of expert testimony in court proceedings.39 This standard 

applies to all types of evidence, including digital evidence. The DS 

provides a rigorous set of criteria for assessing the reliability and 

relevance of expert testimony in court. This standard has been widely 

adopted by courts across the United States and has had a significant 

impact on the authentication of digital evidence in criminal and civil 

cases. 

Before the DS, the Federal Rules of Evidence governed the admissibility 

of expert testimony in court. However, these rules were seen as 

ambiguous and not sufficient to provide judges with clear guidance on 

how to assess the reliability and relevance of expert testimony.40 In 

Daubert v Merrell Dow Pharmaceuticals, Inc,41 the United States 

Supreme Court established a new standard for the admissibility of expert 

testimony in court. The DS replaced the Frye standard, which had been 

used by courts since the 1920s.42 

The Frye standard required that the methodology used by an expert 

witness be generally accepted within the relevant scientific community.43 

However, this standard did not provide clear guidance on how to 

determine whether a methodology was generally accepted.44 The DS, on 

the other hand, provides a more rigorous framework for assessing the 

reliability and relevance of expert testimony. The DS requires that a judge 

assess whether the expert’s testimony is based on reliable and relevant 

scientific evidence, whether the expert’s methodology can be tested and 

                                                           
39 David L Faigman, ‘The Daubert Revolution: The Court's Gatekeeping Role in Expert 

Testimony’ [2003] 82 California Law Review 863, 870. 
40 Paul C Giannelli, 'The Admissibility of Novel Scientific Evidence: Frye v. United 

States, a Half-Century Later' [2000] 80 Boston University Law Review 931, 944. 
41 Daubert v Merrell Dow Pharmaceuticals, Inc (Supra).  
42 Ibid.  
43 Mellisa M Horne, ‘Novel Scientific Evidence: Does Frye Require That General 

Acceptance within the Scientific Community Be Established by Disinterested Scientists’ 

(1987) 65 U Det L Rev 147. 
44 David L Faigman, ‘The Daubert Revolution: The Court's Gatekeeping Role in Expert 

Testimony’ [2003] 82 California Law Review 863, 868. 
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has been subjected to peer review and whether the expert’s testimony is 

based on sufficient facts or data.45 

The DS has been widely adopted by courts across the United States and is 

considered by many to be the gold standard for assessing the admissibility 

of expert testimony in court. The standard has been praised for its rigorous 

approach to assessing the reliability and relevance of expert testimony and 

for its emphasis on the use of scientific evidence in court proceedings.46 

Proponents of the DS argue that it provides a more objective and reliable 

framework for assessing expert testimony than the Frye standard.47 The 

DS has also been praised for its flexibility in allowing judges to use their 

discretion in determining the admissibility of expert testimony.48 The 

standard provides judges with a set of criteria to guide their assessment of 

expert testimony, but also allows judges to use their own judgment in 

making determinations about the admissibility of evidence. 

The DS has had a significant impact on the authentication of digital 

evidence in criminal and civil cases. Digital evidence is often used in 

court proceedings, including emails, text messages, social media posts, 

and other forms of electronic communication.49 The DS provides a 

framework for assessing the reliability and relevance of expert testimony 

related to the authentication of digital evidence. One of the key arguments 

for the use of the DS in the authentication of digital evidence is the 

importance of ensuring that the evidence is reliable and trustworthy. 

                                                           
45 Gerald F Uelmen, ‘The Daubert Trilogy: An Empirical Study of the Impact of Joiner, 

Kumho Tire, and Dassey’ [2008] 9 University of Pennsylvania Journal of Constitutional 

Law 1, 8. 
46 Christopher J Morse, ‘The Daubert/Kumho Implications for Digital Evidence’ [2003] 

10 Richmond Journal of Law & Technology 1, 5. 
47 David L Faigman, ‘The Daubert Revolution: The Birth of Legal Gatekeeping’ [2013] 

100 California Law Review 887, 910. 
48 Margaret A Berger, ‘Daubert and the Appellate Review of Expert Testimony’ [2001] 

69 Fordham Law Review 683, 689. 
49 Haggerty T D, and Brem S K, ‘The impact of the Daubert standard on the 

authentication of digital evidence’ [2018] 26 Digital Investigation 537-54 Doi: 

10.1016/j.diin.2018.02.009 accessed 14 March 2023. 
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Digital evidence can be easily manipulated and falsified and it is often 

difficult to determine whether evidence has been altered or fabricated.50 

The DS requires that expert testimony related to the authentication of 

digital evidence be based on reliable and relevant scientific evidence and 

that the expert’s methodology be subject to peer review and capable of 

being tested.51 

 

3.3 Limitations of Daubert Theory  

There are criticisms of the Daubert standard in the context of digital 

evidence. Some academics argue that the standard places too much 

emphasis on the reliability of the methodology used by experts, and not 

enough on the accuracy of the results.52 Others argue that the standard 

may not be flexible enough to accommodate new and emerging 

technologies, which can present challenges in the authentication of digital 

evidence.53 Despite these criticisms, the Daubert standard remains a key 

framework for assessing the authentication of digital evidence in court 

proceedings. Its emphasis on reliability, relevance and scientific evidence 

helps to ensure that digital evidence is presented in a trustworthy and 

relevant manner and can be used to make informed decisions in legal 

cases. 

 

3.4 Chain of Custody Theory of Digital Evidence 

The chain of custody theory (CCT) is a crucial concept in the 

authentication of digital evidence. It is a process of documenting the 

                                                           
50 G Scott, ‘Authentication of Electronic Evidence’ [2005] 60(4) Business Lawyer 1901. 
51 Yang L and Golle P, ‘A survey of issues in digital evidence authentication’ (2016) 

48(4) ACM Computing Surveys (CSUR) 1 doi: 10.1145/2935715 accessed 14 March 

2023.  
52 James Tower, ‘The Daubert Standard and Its Effect on the Admissibility of Computer-

Generated Evidence’ [1997] Journal of High Technology Law; ‘The Sedona Conference 

Commentary on the Role of Economics in Antitrust’ (2005) 6 Sedona Conf J 23. 
53 Wenliang Du, Challenges and Solutions for Digital Forensic Investigations, in 

Advances in Digital Forensics (XIV, edn,) Gilbert Peterson and Sujeet Shenoi (Springer, 

Cham 2018) 15-26. 
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movement and handling of evidence from its initial collection to its 

presentation in court, to ensure that the evidence is admissible and 

reliable.54 The CCT has its roots in forensic science and has been widely 

adopted in the legal system for authenticating physical and digital 

evidence.55 It is used to document the collection, storage, and handling of 

physical evidence. CCT is based on the principle that any evidence 

presented in court must be shown to be genuine and untampered with. To 

achieve this, a clear and verifiable record of the movement and handling 

of the evidence must be maintained. This record is known as the chain of 

custody. 

The CCT has been applied to digital evidence as well, as digital data can 

be easily altered or manipulated. Digital evidence, such as emails, social 

media posts, and digital files, must be preserved and authenticated to 

ensure its admissibility in court.56 The CCT provides a framework for 

documenting the movement and handling of digital evidence to establish 

its authenticity and reliability. Proponents of the CCT argue that it is a 

crucial tool in ensuring the admissibility and reliability of digital evidence 

in court.57 The theory is based on the principle that evidence must be 

authentic and untampered with to be admissible in court. This principle 

applies equally to physical and digital evidence, as both can be easily 

altered or manipulated. The CCT provides a framework for documenting 

the movement and handling of evidence, including digital evidence, to 

establish its authenticity and reliability. It requires that a clear and 

verifiable record of the collection, storage and handling of evidence be 

maintained. This record must include the names of the individuals who 

                                                           
54 Kubanek M, ‘Digital Forensic Evidence in the Courtroom: Understanding Content and 

Quality’ [2017] 12(4) Journal of Digital Forensics, Security & Law 41. 
55 United States v O’Keefe, 537 F Supp 2d 14, 22 (D D C 2008). 
56 National Institute of Standards and Technology (NIST), ‘Digital Evidence in the 

Courtroom: A Guide for Law Enforcement and Prosecutors’ (2018) 

www.nist.gov/publications/digital-evidence-courtroom-guide-law-enforcement-and-

prosecutors  accessed 14 March 2023.  
57 Hartwig DA, ‘Digital evidence and the chain of custody: preserving evidence for trial’ 

[2014] 10 Journal of the Association of Legal Writing Directors 75. 

http://www.nist.gov/publications/digital-evidence-courtroom-guide-law-enforcement-and-prosecutors
http://www.nist.gov/publications/digital-evidence-courtroom-guide-law-enforcement-and-prosecutors
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handled the evidence, the dates and times of its collection and transfer, 

and any relevant notes or observations regarding its condition.58 

There are several arguments in favour of the CCT in the authentication of 

digital evidence. The CCT helps to ensure that digital evidence is 

authentic and has not been altered or manipulated in any way. It requires a 

clear and verifiable record of the movement and handling of evidence, 

which can be used to establish its authenticity and reliability. The CCT 

provides a framework for documenting the movement and handling of 

evidence, including digital evidence, to establish its admissibility in court. 

This can help to prevent challenges to the admissibility of evidence based 

on questions of authenticity or reliability. The CCT helps to preserve the 

integrity of digital evidence by ensuring that it is handled and stored 

properly. This can help to prevent the loss or destruction of evidence and 

can help to maintain its relevance and reliability over time.59 By 

establishing accountability for the handling of digital evidence, the chain 

of custody theory requires a clear and verifiable record of its movement 

and handling. This can help to prevent errors or omissions in the handling 

of evidence and can help to identify any issues or concerns. 

 

3.5 Admissibility Theory 

The use of electronic evidence in legal proceedings has become more 

common in recent years due to the increasing reliance on technology in 

everyday life. The admissibility of electronic evidence, however, is a 

contentious issue that has generated a great deal of debate among legal 

experts. The admissibility theory on electronic evidence seeks to establish 
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the criteria that must be met for electronic evidence to be considered 

admissible in court.60 The origin of the admissibility theory on electronic 

evidence can be traced back to the Federal Rules of Evidence (FRE), 

which were first enacted in 1975 in the United States.61 The FRE provides 

guidelines for the admissibility of evidence in federal court proceedings, 

including electronic evidence. The FRE recognizes electronic evidence as 

a form of documentary evidence and provides guidelines for the 

authentication and reliability of such evidence. The FRE also provides 

guidelines for the admission of hearsay evidence, which can include 

electronic communications such as emails and text messages.62 

The proponents of the admissibility theory on electronic evidence argue 

that the admissibility of electronic evidence should be determined based 

on the same criteria as other forms of evidence, such as physical evidence 

and testimonial evidence.63 The admissibility theory on electronic 

evidence recognises that electronic evidence has unique characteristics 

that require special consideration, but maintains that electronic evidence 

should not be subjected to a higher standard of admissibility than other 

forms of evidence. One of the main arguments in favour of the 

admissibility theory on electronic evidence is that electronic evidence is 

an essential component of modern-day litigation. In today's digital age, 

electronic evidence is often the most reliable and accurate form of 

evidence available. Electronic evidence can provide a detailed record of 

events, and can often be easily retrieved and analysed.64 The admissibility 

theory on electronic evidence recognises the importance of electronic 
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evidence in modern-day litigation and seeks to establish guidelines for its 

admissibility that reflect its unique characteristics. 

Another argument in favour of the admissibility theory on electronic 

evidence is that electronic evidence can be authenticated using established 

legal principles. The admissibility theory on electronic evidence 

recognizes that electronic evidence can be susceptible to manipulation and 

alteration and seeks to establish guidelines for authenticating electronic 

evidence that reflect these concerns.65 The admissibility theory on 

electronic evidence recognizes that electronic evidence can be 

authenticated using a variety of methods, including testimony from 

witnesses with personal knowledge of the electronic evidence, 

circumstantial evidence, and expert testimony.  

Proponents of the admissibility theory on electronic evidence also argue 

that the exclusion of electronic evidence can lead to unfair outcomes in 

legal proceedings. Electronic evidence can often be crucial in establishing 

the facts of a case and can provide important context that is not available 

through other forms of evidence.66 The admissibility theory on electronic 

evidence recognises that the exclusion of electronic evidence can deprive 

litigants of their right to a fair trial and seeks to establish guidelines for 

the admissibility of electronic evidence that reflect the importance of this 

form of evidence in modern-day litigation. 

 

3.6 Limitations of Admissibility Theory 

One of the main criticisms of the admissibility theory on electronic 

evidence is that it can be difficult to establish the authenticity and 

reliability of electronic evidence. Unlike physical evidence, electronic 

evidence can be easily altered and manipulated, which can raise questions 

about its authenticity and reliability. Critics of the admissibility theory on 
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electronic evidence argue that the unique characteristics of electronic 

evidence require a higher standard of admissibility than other forms of 

evidence.67 Another criticism of the admissibility theory on electronic 

evidence is that it can be difficult to apply established legal principles to 

electronic evidence. Unlike physical evidence, electronic evidence often 

lacks a physical presence, which can make it difficult to apply traditional 

legal principles of authentication and admissibility.68 Critics of the 

admissibility theory on electronic evidence argue that electronic evidence 

requires a new set of legal principles and guidelines that reflect its unique 

characteristics. 

 

4.0 Conclusion 

This research has traversed the intricate terrain of theories pertaining to 

the authentication of digital evidence, illuminating the crucial concerns 

and obstacles encountered by investigators, practitioners, and legal 

experts. Establishing strong and trustworthy procedures for authenticating 

digital evidence is more crucial than ever as technology continues to 

advance at an unparalleled rate. Our critical analysis of current ideas has 

highlighted the complexities and drawbacks of existing methods. Some 

theories have demonstrated vulnerabilities in the face of developing 

technologies, while others have offered insightful information. We have 

laid the foundation for the creation of an extensive theoretical framework 

by identifying important areas for development and refinement through 

this exploration. Essentially, the paper adds to the current discussion 

about the authentication of digital evidence and provides a strong basis for 

further investigation and real-world applications. It serves as a beacon 

pointing the way toward safer, more trustworthy, and more egalitarian 

procedures for digital evidence authentication as we rise to the challenges 

of the digital age. 
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5.0 Recommendations 

Developing thorough and successful authentication procedures that take 

into account the technological, legal, and forensic components of digital 

evidence requires cross-disciplinary collaborations. It is highly 

recommended that computer scientists, legal specialists, forensic analysts, 

and information security professionals continue their interdisciplinary 

collaboration. Due to the quick speed at which technology is developing, 

it is appropriate to carry out longitudinal studies to monitor and evaluate 

new technologies that could affect the authentication of digital evidence. 

In light of emerging possibilities and challenges, this will guarantee that 

theories and frameworks continue to be flexible and applicable. A 

standardized methodology can promote a more coherent and successful 

international response to digital crimes by improving uniformity, 

reliability, and interoperability across various jurisdictions and 

investigative agencies. 


